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Abstract

Model-based design is a common methodology in the development of em-
bedded complex control systems. Control system engineers typically prefer
to use MATLAB® Simulink® and suitable automatic code generators for
the development and deployment of software. Embedded systems are sub-
ject to random hardware faults; bit-flips, for example, may affect random
access memory (RAM) cells and central processing unit (CPU) registers and
cause data errors that may propagate to critical system outputs and result
in system failures.

From a dependability perspective, the design space of control systems in-
cludes the selection of a suitable (reliable) implementation of a control algo-
rithm. Such algorithm can be implemented with model-based software devel-
opment frameworks, such as Simulink using different, but functionally equiv-
alent implementations. However, these functional equivalents may exhibit
completely different reliability properties. This thesis proposes an analyti-
cal method for the evaluation of the reliability properties of control systems
that are designed with Simulink models. The method is based on a transfor-
mation of the assembly code, which is generated from the Simulink model,
into a formal stochastic error propagation model as well as its quantification
through underlying Markov chain models and state-of-the-art probabilistic
model-checking techniques. The application of the method to the function-
ally equivalent implementations can determine which one is less vulnerable
to data errors due to random hardware faults.

Fault tolerance is significant to dependable system design. Control systems
can be protected with fault tolerance mechanisms to increase the reliability.
Redundancy is the key underlying concept for achieving fault tolerance that
is usually implemented at the hardware or software level. In the case of
model-based development, redundancy mechanisms are preferable for direct
application at the model level (Simulink model level). This thesis introduces
a systematic classification of fault-tolerant design patterns. Such patterns
can be applied to the Simulink model to tolerate random hardware faults,
and taken into account during the control system design. In addition, it
is more transparent and convenient for control system engineers to directly
protect vulnerable parts with fault tolerance mechanisms at the model level.



The rigorous reliability assessment of the embedded control systems must
be conducted at the assembly level based on the modeling of data errors that
occurred in RAM and CPU. However, the scalability of the assembly-level
assessment method is challenging and even problematic in view of the state
space explosion (SSE) problem of the underlying Markov chain models. The
computational complexity may increase exponentially as the assembly code
size increases. Moreover, the transformation from the Simulink models to
the assembly code is a complicated procedure. It is also more convenient
for control engineers to already be able to estimate reliability properties and
implement possible reliability improvements at the model level in the early
design phase, when the model-based design is actually applied. Therefore,
this thesis proposes a model-level reliability evaluation of Simulink models to
address the aforementioned problems. The efficiency of the proposed model-
level evaluation is verified by a comparison of the reliability properties that
are assessed at the assembly and model levels.

vi
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Chapter 1
Introduction

Model-based design is a mathematical and visual method that can be applied
in designing embedded software, such as complex control systems. Con-
trol system engineers typically prefer to implement control algorithms with
MATLAB® Simulink® [46] block diagrams. For instance, in the automotive
industry, most control system software is developed through the model-based
design approach. Code is automatically generated from a Simulink model,
and then deployed on a target embedded hardware platform.

Embedded systems are subject to hardware faults, such as bit-flips. The
likelihood of the occurrence of hardware faults increases as the size of the
integrated circuits decreases. Bit-flips may affect RAM cells and CPU regis-
ters in safety-critical systems and, in turn, cause data errors. These errors
may propagate to critical system outputs and cause system failures. Thus,
electronic devices may exhibit abnormal behavior due to bit-flips. The re-
liability properties of the developed control algorithm implementations (i.e.
the vulnerability to hardware faults) must be numerically evaluated to assess
the consequences of data errors for systems.

It is crucial to provide means by which engineers can consider the relia-
bility properties of control systems that were developed with Simulink block
diagrams at the model level. On this basis, engineers can design and evalu-
ate reliable control systems at the Simulink model level. The design space
from the dependability perspective includes i) the choice of a reliable im-
plementation of a certain control algorithm, and ii) the choice of a suitable
fault-tolerant design (mechanism) that can be applied at the model level.

First, Simulink provides a variety of design choices for implementing the
same functionality, such as a certain control algorithm. However, these func-
tionally equivalent implementations may exhibit completely different relia-
bility properties (i.e. vulnerability to hardware faults). Given the random
hardware faults that occur in a micro-controller, an assembly-level reliability
assessment of model-based software, such as control system, is required. This
thesis introduces an analytical method by which control system designers can
evaluate the reliability properties of Simulink models at the assembly level
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on a basis of a probabilistic modeling of data errors that occurred in RAM
and CPU. The application of this method to the functional equivalents can
identify the most reliable option (i.e. the least vulnerable to data errors).

Second, fault tolerance is significant for a dependable system design. Re-
dundancy is the key underlying concept for achieving fault tolerance that
is usually implemented at the hardware or software level. In the case of
model-based development, redundancy mechanisms are preferable for direct
application at the model level, such as in Simulink. In this study, a system-
atic classification of fault-tolerant design patterns is proposed, taken into
account during the design, and applied directly at the Simulink model/con-
trol system level to tolerate random hardware faults. As one advantage, the
proposed model-based redundancy mechanisms (i.e. fault-tolerant design
patterns) can allow design engineers to build fault-tolerant control systems
in the early model-based development phase.

Third, engineers can locate and correct systematic errors early in the sys-
tem design by performing verification and validation or fault injection in the
early development phase. Concerning an analytical reliability evaluation, it
is more convenient for design engineers to estimate the reliability properties
of Simulink models under random hardware faults and even to design reliable
control systems at the model level, where the model-based design is actually
applied. Thus, this thesis addresses the additional challenge of evaluating
reliability properties of control systems at the model level. To this end, it
introduces an analytical method for the reliability evaluation of Simulink
models under data errors caused by bit-flips at the model level in an early
development phase. Furthermore, it verifies the efficiency of the proposed
model-level reliability evaluation of Simulink models to demonstrate that
the evaluated reliability properties of control systems at the model level can
represent the reliability properties that are assessed at the assembly level.

1.1 Research objectives and contributions

Control system engineers usually focus on system function and performance
aspects during the design phase. In various modern applications, dependabil-
ity aspects, including high system reliability and resilience, have also become
key design requirements. In this context, the main aim of this thesis is to pro-
vide an easy and transparent means for a model-based dependability-oriented
design at the block diagram level, such as MATLAB Simulink automated
frameworks, with which control system engineers are most familiar. This
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Figure 1.1: Three key contributions of the thesis.

allows control system engineers to account for dependability-related design
options at the control systems model level under the support of a rigorous
tool-based dependability analysis framework (see Figure 1.1).

The first objective O.1 is to analytically evaluate reliability properties of
control algorithm implementations that were developed with Simulink mod-
els to select the most reliable one. The second objective O.2 is to provide a
systematic classification of fault-tolerant design patterns that can be applied
to control systems at the Simulink model level to tolerate hardware faults.
The third objective 0.3 is to evaluate the reliability properties of control
systems at the model level.

The main contributions of this thesis (see Figure 1.1) are listed as follows:

1. Reliability evaluation method for control algorithm implementations
(Figure 1.1a): an analytical method is introduced for the overall sys-
tem reliability evaluation of control algorithm implementations under
data errors that occurred in RAM and CPU at the assembly level. As
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a representative example, the method was applied to four common
Simulink implementations of a proportional-integral-derivative (PID)
controller and yielded completely different reliability metrics. The an-
alytical method enables an early system reliability evaluation. More-
over, its application to possible implementations of a particular control
algorithm helps to select the most reliable one.

2. Fault-tolerant design patterns that can be applied at the control al-
gorithm level/model level (Figure 1.1b): a classification of fundamen-
tal, implementation-independent design patterns is proposed after the
comprehensive analysis of fault-tolerant concepts. Three basic and
four combined design patterns are introduced and covers most of well-
proven fault-tolerant implementations. It also demonstrates how the
introduced fault-tolerant design patterns can be applied directly at the
Simulink level to tolerate hardware faults. A new, MOdel-based RE-
dundancy (MORE) technique is also defined.

3. Reliability evaluation of control systems at the model level (Figure
1.1c): a method is proposed for the reliability evaluation of Simulink
models under data errors at the model level, extended with the assembly-
level evaluation. The efficiency of the proposed model-level evaluation
method is verified by a comparison of the reliability properties that
were evaluated at the assembly and model levels.

1.2 Thesis structure

The thesis is organized as follows. Following this introduction, Chapter 2
describes the preliminaries of this research, including the terminology of de-
pendability, hardware faults (e.g. bit-flips), model-based design of control
systems, and the underlying dual-graph error propagation model. Chap-
ter 3 introduces a new analytical method for the overall system reliability
evaluation of embedded control systems, which were designed with Simulink
models, under data errors that occurred in RAM and CPU. Then, it details
application of the method to four functionally equivalent Simulink imple-
mentations of a PID controller. The results reflect which implementation
is the most reliable. Subsequently, Chapter 4 presents a classification of
implementation-independent fault-tolerant design patterns. Chapter 5 de-
scribes a new model-based redundancy technique to tolerate hardware faults
and demonstrates that the fault-tolerant design patterns that were intro-
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duced in Chapter 4 can be applied directly at the model level, for example, a
Simulink model. Chapter 6 then explains a method for the reliability evalu-
ation of Simulink models at the model level. The related state of the art, as
well as more detailed contributions of the proposed methods, are discussed
individually in the respective chapters. Finally, Chapter 7 summarizes the
thesis and suggests research directions for future work.

1.3 Bibliographic notes

Some parts of this thesis are based on the work that has been presented in
earlier publications. An analytical method for the overall system reliability
evaluation of control algorithm implementations under data errors occurring
in RAM and CPU at the assembly level was published in [16], and a classifi-
cation of fundamental and implementation-independent design patterns was
published in [13]. Furthermore, a new, MOdel-based REdundancy (MORE)
technique for Simulink models to tolerate hardware faults was published in
[15]. Finally, a method for the reliability evaluation of Simulink models
under data errors at the model level was published in [14].






